Quantum Cryptography over 23km of installed Telecom fiber using a novel interferometer with Faraday mirrors is presented. The interferometer needs no alignment nor polarization control and features 99.8% fringe visibility. A secret key of 20kbit length with a error rate of 1.35% for 0.1 photon per pulse was produced.
In cryptography, safety can be obtained by exchanging a secret key between the two users, Alice and Bob. In quantum cryptography (QC) the key is exchanged through a quantum channel. Its security is based on the fact that any measurement of a quantum system will inevitably modify the state of this system. Therefore an eavesdropper, Eve, might get information out of a quantum channel by performing a measurement, but the legitimate users will detect her and hence not use the key. In practice the quantum system is a single photon propagating through an optical fiber, and the key can be encoded by its polarization or by its phase, as first proposed by Bennett and Brassard [1] . In 1992 quantum cryptography was for the first time experimentally demonstrated over 30 cm in air with polarized photons [2] . Since then, several groups presented realizations of both, the polarization [3] and the phase coding scheme in optical fibers over lengths of up to 30 km [4, 5] .
However, all quantum cryptography systems face two main difficulties. The first problem is the need of continuous alignment of the system. In polarization-based systems, the polarization have to be maintained stable over tens of kilometers, in order to keep aligned the polarizers at Alice's and Bob's. In interferometric systems, usually based on two unbalanced Mach-Zehnder interferometers, one interferometer has to be adjusted to the other every few seconds to compensate thermal drifts [4] . The second problem is the high noise of photon counters at 1300nm which essentially determines the error rate (ER) in the key.
In this letter, we present the creation of a secret key over 23km of installed Telecom fiber using a recently introduced interferometric system with Faraday mirrors [6] . This phasecoding setup needs no alignment of the interferometer nor polarization control. It features excellent fringe visibility and stability. Moreover we show that the performance of Ge-APD photon counters can be considerably improved using a fast active biasing electronic.
Our novel quantum cryptography scheme is shown in Fig.1 . In principle we have an unbalanced Michelson interferometer at Bob's (beamsplitter C2) with one long arm going to Alice. The laser pulse impinging on C2 is split in two pulses P1 and P2. P2 propagates through the short arm first (mirror M2 then M1) and then travels to Alice and back, whereas P1 is going to Alice first and passes through the short arm on its way back. Both pulses run exactly the same path and will interfere at C2. To encode their bits , Alice is acting with her phase modulator (PM) only on P2 (phase shift φ a ), whereas Bob lets pulse P2 pass unaltered and modulates the phase of P1 (phase shift φ b ). If no phase shifts are applied or if the difference φ a − φ b = 0, then the interference will be constructive. The interference will be destructive when φ a − φ b = π and no light will be detected by detector D 0 . Since the interfering pulses travel the same path, the interferometer is automatically aligned. Thanks to Faraday mirrors, a 45
• Faraday rotator (FR) in front of an ordinary mirror, any birefringence in the interferometer is compensated and no polarization control is necessary [7] . We measure the ratio of the count rates for constructive and destructive interference that correspond directly to the contribution of imperfect interference to the ER in the key, which we denote by ER opt . When we apply a phaseshift at Bob's piezo-optical modulator we obtain an attenuation of 30db±1db, while when we apply the phaseshift at 0.05 photons in average. This is equivalent to an intensity after interference of µ = 0.1 for the pulse pair. Eavesdropping on 2-states system in general [8] and our setup in particular [9] is out of the scope of this article. Our setup could be quite easily adapted to a four states protocol BB84 [1] . We tested that using also π/2 and 3π/2 phase shifts the same excellent performances of the interferometer are obtained.
Our photon counter is a LN 2 -cooled Ge-APD (NEC NDL5131) used in the Geiger mode.
The bias voltage of diode is the sum of a DC part well below threshold and a 2ns long almost rectangular pulse of 7.5 V amplitude that pushes the diode 1.4 V over threshold, when the photon is expected. This increases considerably the quantum efficiency without excessively enlarging the noise and reduces the time jitter to below 100 ps. In a time window of 300 ps we get 22 and 7 darkcounts per 1 million pulses for efficiencies of 20% and 10%, respectively. Back at Bob's, the interfering photon directly runs to the detector D 0 via the 10 db 4 coupler C1 to limit the losses. The photon counter electronics is precisely triggered to ensure that the arrival of the photon and the biasing of diode coincide within 100 ps. Every detection is registered by Bob and assigned to the number of the pulse after the beginning of the measurement. Alice and Bob had 100 files of 65535 bit of random numbers. This numbers have been generated by an apparatus based on thermal noise of an electrical resistor [10] . After the measurement the results are compared with the random lists of Alice and Bob in order to determine the ER. The results are summarized in Table 1 .
This will lead to a detector induced ER (ER
Average photon measured ER ER det ER opt Length of key Bit rate To our knowledge, the achieved ER's are the lowest ever obtained over a distance of more than 20km. The measurement with µ =0.1 lasted more than 11 hour and no realignment was performed. The obtained ER is slightly higher than the sum of ER det and ER opt . We believe that this is rather due to variations in the photon counter, its electronics and timing, than in any fluctuations of the interferometer. We tested another setup where the photon counter was triggered by the laser pulse at the trigger output (T) running down another fiber to Alice and back. This measure can reduce the susceptibility to temperature variations, and therefore improve the stability under difficult environmental conditions. The achieved bit rates are quite low. This is simply due to the low pulse rate, that could be increased by replacing the piezoelectric modulator and adapting the computer steering. Please note, that the timing of Alice's apparatus can be pre-adjusted in the lab, and will not change, even if the apparatus is plugged to another fiber to communicate with a third party. The timing of the Bob's apparatus, especially of his photon counter has to be adjusted once for every link. Synchronization between Alice and Bob is automatically assured by the pulse P1.
In conclusion we have shown that the introduced interferometric QC-setup using Faraday 5 mirrors features impressive stability and a fringe visibility of 99.8% without any alignment.
We produced a secret key of 20 kbit length with a ER of 1.35% for 0.1 photon per pulse.
This low ER is also due to an actively biased germanium photon counter with reduced noise, compared to a passive system. Equipped with faster components and electronics to increase the bit rate and Peltier cooled InGaAs-detectors, such a system has the potential to make QC practical for Telecom applications.
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